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DNP Project Implementation Plan

DISCLOSURE

Due to COVID-19 restrictions on healthcare 

facilities in 2020 and subsequent inability to 

implement the DNP project in the clinical 

setting, a written project implementation 

plan was presented instead.  The evidence-

based cybersecurity awareness toolkit was 

delineated along with a proposed two-part 

implementation plan.  Knowledge gained 

and change in RNs’ perceptions related to 

cybersecurity principles were to be 

measured.
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Problem Statement
Background of the Problem and Identified Gaps



Healthcare Under Cyber Attack

$8 Million per Data Breach
In 2017, the cost of an average cyberattack data breach to 

a U.S. company. 

Healthcare Targeted 1000%▲
Since 2017, the United States is targeted the most.

Healthcare became the most targeted industry.  

8+ Million Malware Threats 
The number of uniquely identified malware threats has risen 

from 0.13 to 8.4 million in the last decade. Nearly 1000 

malware specimens discovered every hour. 

196 Days to Discover a Breach
In 2017, it took an average of one hundred-ninety-six days 

for the breach to be discovered. 

(G Data Software; 2018 McAfee, 2018; Ponemon Institute LLC, 2018; Symantec, 2018) 



Adams, Allen, DeKalb, Hancock, Jefferson, & St. Joseph County

Disruption of healthcare services, EHR inaccessible, database and 

patient records breaches, financial losses in thousands of dollars

9 Hospitals, Clinics, 

and Healthcare 

Centers 

(SecuLore Solutions, 2019) 

Cyberattacks
Ransomware!

Indiana



EHR Consumer Access

2

1

3
50% have accessed and 
viewed their EHR at least 
once

In 2017, 52% of healthcare 
consumers nationwide were 
offered online access to personal 
electronic health records (EHR)

30% used an electronic 
device such as a smart 
phone or a tablet to 
view EHR

(ONC, 2017, para. 1; Patel & Johnson, 2018)

A patient portal is defined as an online service that affords patients with “24-hour access to personal health information from anywhere with 
an internet connection”



Practice & Knowledge Gap

The consumers of health care services 

are frequently offered an easy and 

convenient way to access their personal 

EHR online. 

Consumers of healthcare are not being 

educated as to how to access their 

personal EHR safely.

Standardized policies nationwide do not exist 

that require or hold health providers 

accountable to educate the end-system 

users (patients) about the basic 

cybersecurity principles when accessing the 

personal health information online. 

Gap

Identified
Lack of awareness of the 

essential cybersecurity 

principles in keeping personal 

and mobile devices safe when 

accessing personal EHR 

online

(Symantec, 2018) 



Research Question

The PICOT Question for the DNP 

Scholarly Project Reads as Follows:

(P)    For hospital-employed medical-surgical registered

nurses

(I)      will implementation of an evidence-based

cybersecurity awareness toolkit 

(O)    increase knowledge of cybersecurity awareness 

principles

(C)    as compared to participant’s prior knowledge



DNP Project Overview
Purpose & Aims



Scope

Train Medical-Surgical RNs
EBCST will be used to train medical-surgical 

unit registered nurses (RN).

Medical-Surgical RNs Educate 

Patients to EBCST
Upon completion of the evidence-based 

cybersecurity training, participating RNs will be 

qualified to raise awareness and educate patients 

on how to keep the personal and mobile devices 

safe when accessing personal EHR..

Synthesis of EBCST
This DNP project is focused on synthesizing 

an evidence-based cybersecurity awareness 

toolkit (EBCST).

Implementation Site
Adams Memorial Hospital (AMH)

Medical-Surgical Unit



Stakeholders

Adams Health 

Network

Adams Hospital 

Senior Leadership

Med-Surg RNs

Unit 

ManagerCNO

Director of 

Support 

Services

Patients



Risk & Ethical Considerations 

Moderate

Med

Low

Low

High

Stakeholder’s Lack of Support 

Participants Dropout Risk 

Patient Risk

Implementation Risk – COVID19



Theoretical Frameworks
Theoretical concepts & supporting literature



Havelock’s Theory of Change 

Information 

gathering.

Stage 3 - 4

New information is 

disseminated until it 

overcomes resistances 

and becomes widely 

accepted

Continuous renewal 

and the maintenance.

Stage 5 - 6

Problem is recognized.

Relationship phase.

Diagnosis & 

assessment whether 

the perceived need for 

a change is welcomed 

or even desired.

Stage 0 - 2

Raising awareness 

and increasing 

knowledge. 

Stage 4



Project Implementation
Project type & process steps 



2-Phase Implementation

INCLUSION CRITERIA

• Medical-surgical registered nurses (RN)

• Part-time or full-time

• Employed at Adams Health Network

EXCLUSION CRITERIA

• Nursing students obtaining clinical 

training at Adams Memorial Hospital

• Temporary agency nurses

• Recently hired nurses who are still in 

training or orientation. 

Participants 

Inclusion/Exclusion 

Criteria
✓ EBCST In-service

✓ Presentation in person 

✓ Presentation via PowerPoint

✓ Medical-surgical RNs will 

receive a copy of the EBCST 

pamphlet and EBSCT teaching 

record. 

✓ Objective is for the medical-

surgical RNs to become familiar 

with EBCST and evidence-

based guidelines in securing 

personal and mobile devices 

from cyber threats.

Phase I

✓ Medical-surgical RN project 

participants raising awareness 

and educating patients about 

EBCST at the time of discharge.

✓ Following each patient 

discharge, the medical-surgical 

RN will fill out the EBCST 

teaching record and place it in a 

secured, designated box.

✓ EBCST teaching records will be 

collected by the project 

manager once a week and 

digitalized

Phase II





Measuring Tools & Data Collection 1

Pre-

Test

Post-

Test

• Administered and collected prior the in-service

• Printed/hard copy format

• Administered one time

• Measured will be the knowledge and perceptions

• No relevant and or published measurement scale was found 

• A self-created instrument was designed instead

• The instrument mimics primarily the Likert scale format 

• Seven Likert formatted questions

• Top portion - basic demographic information

• Bottom portion – assessment of knowledge and perception

1. Pre-Test

• Administered & collected upon completion of the in-service and 

2nd time electronically online 30 days after the in-service

• Printed/hard copy format & electronic

• Administered two times

• Same setup as the pre-test

• Excludes demographics section

• Seven Likert formatted questions

2. Post-Test







Measuring Tools & Data Collection 2

Patient 

Education

• Printed/hard copy format, color coded

• Part of every patient discharge packet

• Filled out by medical-surgical RNs upon discharge

• Deposited by medical-surgical RN in a secured box

• Assesses the frequency of EBCST patient teachings vs. the 

number of patient discharges

• Assesses if EBCST patient teaching was omitted due to patient 

refusal

• EBCST teaching records will be collected and digitalized by the 

project manager weekly

3. EBCST Teaching Record





Evaluation
Methods and steps



IBM SPSS Statistics v.25

Paired 

T-Test

Pre-Test

Statistical difference with 

p-value of less than 0.05

Post-Test

The objective of this analysis 

is to learn if knowledge has 

been gained as a result of the 

educational in-service 

provided and if the change is 

statistically significant. 



Dissemination Plan

AMH

USF

Adams Memorial Hospital

• AMH leadership 

personnel during final 

meeting. Results will 

be provided in print.

• Clinical staff final 

correspondence and 

result sharing via 

email DNP faculty

• Executive Summary will be 

shared with the DNP project 

facility.

• PowerPoint presentation



DNP Project 

Recommendations

Evidence-Based Cybersecurity Awareness Toolkit



Future Direction

DNP project is applicable to any 

healthcare organization that 

offers healthcare consumers 

online access to EHR 

UNIVERSAL APPLICABILITY

Human 

Error

Project 
Versatility

Health 

Policy
Vital component in translating 

evidence-based research into 

clinical practice 

HEALTH POLICY DEVELOPMENT

Human error has been identified 

as the weakest link in the chain 

of all cybersecurity measures -

it demands continuous attention

WEAKEST LINK IN CYBERSECURITY

DNP
Repository

Inform

Lack of similar DNP projects in 

DNP repositories and online 

databases

DNP PROJECT REPOSITORY

Additional research is needed to 

learn more about the effective 

methods of implementation and 

dissemination of the EBCST within 

the healthcare industry

DISSEMINATION CHALLENGE

(Fisher, 2018; Greengard, 2017; Hadlington, 2017; Kim, 2017; King et al., 2018; McAfee, 2018)



THANK YOU
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